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Why Semantics in security & privacy?

Semantics and Syntax

&lt;policyé&gt;
&lt;xaclé&agt;
&lt;object href="id(contents)"/&gt;
&lt;rule id="rulel'"&gt;
&lt;aclsagt;
&lt;subject&gt; &lt;uid&gt;Alice&lt; /uid&gt;&lt;/subjectagt;
&lt;privilege type="read" sign="+"/&gt;
&lt;privilege type="write" sign="+"/&gt;
&lt;/aclagt;
&lt;/rules&gt;
&lt;rule id="rule2"&gt;
&lt;acls&gt;
&lt;subject&gt; &lt;uid&gt;Bob&lt; /uid&gt; &lt;/subject&gt;
&lt;privilege type="read" sign="+"/&gt;
&lt;/aclagt;
&lt;/rules&gt;
&lt;rule id="rule3"&gt;

&lt;acls&gt;
&lt;subject&gt;&lt;/subjects&gt;
&lt;privilege type="read" sign="-"/&gt;
&lt;privilege type="write" sign="-"/&gt;

&1lt;/aclsagt;
&lt; /rule&gt;
&lt; /xacls&gt;
&lt;/policyé&gt;

&1lt; /documenté&gt;
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Why Semantics in security & privacy?

Semantics and Syntax

&lt;policyé&gt;
&lt;xaclé&agt;

&lt;object‘href="id(contents)’/&gt;
&lt;rule id="rule gt;

&lt;aclsagt;
&lt;subject&gt; &lt;ui
&lt;privilege types"

LJuid&gt; &1lt; /subjectagt; Meﬂning?:

S rerprivilege type > Alice has Read Write Privilege on content
7/acl&gt;
Zit;éi?ieigzirule?'&gt; E|emenis

Rl e seko) s sutaestsenes seuniecteqe; > BOD has only Read Privilege on content

&lt;privilege type
&lt;/aclagt;

’ elements

;/rule ; o o
1t rale o ruled"sgt > By default, other users have no privilege on
&lt;acls&gt;
s1t;subjectagt;slt; faubigotigty content elements

&lt;privilege typed"
&1lt;/aclsagt;
&lt; /rule&gt;
&lt; /xacls&gt;
&lt;/policyé&gt;

&1lt; /documenté&gt;
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Why Semantics in security & privacy?

Semantics and Syntax Why Dave has no

access to the contents?

why Altee has

&lt;policyé&gt;

&lt;xacls&gt; di‘f‘(:CVCV\,t ‘PYI:\/LLBQC
&lt;object‘href="id(contents)’/&gt; than Bob?
&lt;rule id="rule gt;

&lt;acls&agt; .
&lt;subjecté&gt; &lt;uids gl /uid&gt;&lt;/subjectagt; Meunlng?:

&lt;privilege type#"
&lt;privilege typex\

i, > Alice has Read Write Privilege on content
&lt;/aclsagt;
zit;ézl{ie:g:"'rule?'&gt; 9|ements
slt;acisgt; > Bob has only Read Privilege on content
) elements

&lt;subjectagt; &lt;d
&lt;privilege type
&lt;/aclsagt;

;/rule ; o o
1t rale o ruled"sgt > By default, other users have no privilege on
&lt;aclsagt;
s1t;subjectsgt;slt;/sub : content elements
&lt;privilege type{" "Ysi "-"/&gt;

&lt;privilege typed'
&1lt;/aclsagt;
&lt;/rule&gt;
&lt;/xaclsagt;
&lt;/policyé&gt;

&1lt; /documenté&gt;
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Why Semantics in security & privacy?

4 )

Group A Document

Semantics and Syntax

Whg Dave has wo
access to the contents?

Active | | Passive

slt;policysgt; why Alice has
“tiael&g’c? ’ Alice Bob Dave different privilege
&lt;object‘href="id(contents)>/&gt; \_ than Bob?
&lt;rule id="rule gc;
&lt;aclé&gt; .
&lt;subject&gt;&lt;yids gli./uidsagt;&lt;/subjects&gt; Meunlng?: V

&lt;privilege type#"
&lt;privilege typex\

Srerprivi it > Alice has Read Write Privilege on content
&lt;/aclé&gt;
zitiézl{ie:g:irule?'&gt; elements

H i eue > Bob has only Read Privilege on content
4 elements

&lt;subjectagt; &lt;d
&lt;privilege type
&lt;/aclsagt;

;/rule ; o o
1t rale o ruled"sgt > By default, other users have no privilege on
&lt;aclsagt;
s1t;subjectsgt;slt;/sub : content elements
&lt;privilege type{" "Ysi "-"/&gt;

&lt;privilege typed'
&1lt;/aclsagt;
&lt;/rule&gt;
&lt;/xaclsagt;
&lt;/policyé&gt;

&1lt; /documenté&gt;
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Document

Group A
Active | | Passive
Alice Bob

Dave
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Group A Document

Active | | Passive

Alice Bob Dave

Allce Katherin

TN

_ —

Bob
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Alice

T=0.9

Bob

Katherin

Johwn

T=0.9

Dave

T=0.22
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Alice

T=0.9

Security => Bob s contents
If <Group>
If<T<0.8>

then wview
If <Ski>
If <Friend>
f<T>08>
then DL
Anyone! A

N

Katherin

_ —

Bob
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Alice

T=0.9

Security => Bob s contents

If <Group>
If<T<08>
then = view
If <Ski> . '
=>
If <Friend> Per(lCY Bob ’s pl'Oﬁl e
L <l = 0 = If <Group> ’
then | then ematl
Anyone! N If <Group>
Katherin If<T>08>
then phone
A If <Group>
If <Friend>
f<T>08>
then Llpcation
_John
/ T=0.9

Bob

——

Dave

T=0.22
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Constraints!

Group
Role
Relation
Attributes
Context
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Constraints! Requirements!

Group
Role
Relation
Attributes
Context
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Constraints! Requirements!

Group

Role 0 FIexibiIity & expressivity
. O  Personalization
Relation O Granularity
Attributes O Manageability and maintainability
Context O Scalability
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Motivation: Semantic Technologies

Application of Semantic technologies
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Motivation: Semantic Technologies

Application of Semantic technologies

O
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Motivation: Semantic Technologies

Application of Semantic technologies

- access decisions: granting access requires deriving new facts based
on existing facts - a potential areas of Semantic Technology due to its

O reasoning capabilities
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Motivation: Semantic Technologies

Application of Semantic technologies

- access decisions: granting access requires deriving new facts based
on existing facts - a potential areas of Semantic Technology due to its

O reasoning capabilities

Non-semantic (e.9. ACL) | Semantically Enhanced
Complexity i constraints

Maintenance §
modification

Easiness
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Motivation: Semantic Technologies

Application of Semantic technologies

- access decisions: granting access requires deriving new facts based
on existing facts - a potential areas of Semantic Technology due to its

O reasoning capabilities

Nown-semantic (e.0. ACL) | Semantiecallyy Enhanced
9 Y

CLompLexitg L constraints -
Maintenance § +
modification
Easiness +
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Applicability - use cases scenario

O owthe Web: Socltal Network

O Own the Device: Home Network
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Semantic technologies

RDF
XML




Decentralization

_ Motivation:
Privaog, user-centric + enhanced control
_ Better management and maintenance
A A A A
: Mapping : Portable social graph to virtual
v v ¥

- - . - commuwi’cg networks
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Decentralization

MotLvatLow:
Privaog, user-centric + enhanced control
Better management and maintenance

Portable social graph to virtual
commuwi‘cg networks

Portable soctal graph + policy

- Mapping
\AZ A/
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Challenges!

O Expressivity Vs. complexity!
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Challenges!

Expressivity Vs. complexity!

Rule 1:
Identity(? ID) A hasRole(?1D,?R) A Family(?R) A

hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 2:
Identity (? ID) A hasRole(?1D,?R) A Family(?R) A

hasAge(?1D,?y) A swrlb : greaterThan(? y,15) A
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 3:
Identity(?ID) A hasRole(?ID,?R) A Family(?R) A

hasAge(?1D,?y) A swrlb : greaterThan(?y,15) A
hasTrustlevel (? 1D, ?X) A swrlb : lessThan(?x,0.7) A
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?Z)
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Challenges!

Expressivity Vs. complexity!

Rule 1:
Identity(? ID) A hasRole(?1D,?R) \ Family(?R)

hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 2:
Identity (? ID) A hasRole(?1D,?R) A [Family(?R) A

hasAge(?ID,?y) A swrlb : greaterThan(? y,15) A

hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 3:
Identity(? ID) A hasRole(?ID,?R) A|Family(?R) A

hasAge(?1D,?y) A swrlb : greaterThan(?y,15) A

hasTrustlevel (? ID,?x) A swrlb : lessThan(?x.0.7) A |

hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?Z)

Tuesday, June 8, 2010



[ ]owdL Classes
I oWL Instances
I O\L Property axioms

o]
o
T

' Rule 1:
a e n e S Identity(?ID) A hasRole(?1D,2R) & Family(?R)
® has Privilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 2:
Identity (? ID) A hasRole(?1D,?R) A [Family(?R) A

hasAge(?ID,?y) A swrlb : greaterThan(? y,15) A
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)

O Expressivity Vs. complexity! > hashccessTO(1D,72)

Rule 3:
Identity(? ID) A hasRole(?ID,?R) A|Family(?R) A

hasAge(?1D,?y) A swrlb : greaterThan(?y,15) A

hasTrustlevel (?1D.?x) A swrlb : lessThan(?x,0.7)
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y) 2
— hasAccessTo(?1D,?2) Rules

)]
o

N
o

w
o

N
o

=
o

umber of ontology elements exported for reasoning
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O

' Rule 1:
a e n e S Identity(?ID) A hasRole(?1D,2R) & Family(?R)
® has Privilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 2:
Identity (? ID) A hasRole(?1D,?R) A [Family(?R) A

hasAge(?ID,?y) A swrlb : greaterThan(? y,15) A
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)

Expressivity Vs. complexity! > hashccessTO(1D,72)

Rule 3:
Identity(? ID) A hasRole(?ID,?R) A|Family(?R) A

hasAge(?1D,?y) A swrlb : greaterThan(?y,15) A
hasTrustlevel (?1D.?x) A swrlb : lessThan(?x,0.7)
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?Z)

Realtime reasoning over complex constraints

umber of ontology elements exported for reasoning

z

o]
o

)]
o

N
o

w
o

N
o

=
o

| [ ]OWL Classes
I oWL Instances
I O\L Property axioms

Rules
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| [ ]OWL Classes
I oWL Instances
I O\L Property axioms

' Rule 1:
a e n e S Identity(?ID) A hasRole(?1D,2R) & Family(?R)
® has Privilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)
— hasAccessTo(?1D,?2)

Rule 2:
Identity (? ID) A hasRole(?1D,?R) A [Family(?R) A

hasAge(?ID,?y) A swrlb : greaterThan(? y,15) A
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y)

O Expressivity Vs. complexity! > hashccessTO(1D,72)

Rule 3:
Identity(? ID) A hasRole(?ID,?R) A|Family(?R) A

hasAge(?1D,?y) A swrlb : greaterThan(?y,15) A

hasTrustlevel (?1D.?x) A swrlb : lessThan(?x,0.7)
hasPrivilege(?R,?Y) A Contents(?Z) A need Privilege(?Z,?Y) 2
— hasAccessTo(?1D,?2) Rules

O  Realtime reasoning over complex constraints
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o
T

N
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o
T
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o
T
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o
T

umber of ontology elements exported for reasoning
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Challenges!

O  Decentralization & computational complexity
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Challenges!

O  Decentralization & computational complexity

2.5

Penalty?

=
2 o N

o
[3)
T

Time to compute inferred instances (sec.)

OA O

e

Number of elements
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Reasoner instance multiplier

[ ] Centralized architecture
I Decentralized architecture

]

,_|\. L I

Class

|
Instance Property OWL axiom Total
Export of ontology elements to the reasoner
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Penalty?

Challenges!

O  Decentralization & computational complexity

Time to compute inferred instances (sec.)

Other Lssues!

Efficient mapping 3 | | | |
, ’ ’ 1 2 3 4 5 6
Priva 05 'PVCSCY\/LV\:@ DV\atOLOQ 3 Ma'P'PLV\/@ Reasoner instance multiplier
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§
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Class Instance Property OWL axiom Total
Export of ontology elements to the reasoner
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Challenges!

Decentralization & computational complexity

Other Lssues!

Efficlent mapping
Privacy presenving ontology mapping

Limitation of tools!
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Alternative to real time reasoning!
K

Reasoner

Knowledge

base o&

"

N
P/SOAP|response

owl: Thing Ass
Action Empty
Gr
v
| ct
Personal_
© social dentity -
@ Policy (1) Auth.
) Resource -
®roe & Engine
) Rule

Response
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Alternative to real time reasoning!

K

For Project: @ SemiD_1 For Class: @ Group ( )
S N Web Knowledge
o§;£;?:n . | ;Emp:y' e App| ication O base 8
v @ enty bt <HTT P/SOAP|response Response
@ Corporate_ldentity Reld_Project
8 :ers.omal_ld:mhv : Te:;ar_lﬁnl
e Pau:iu‘cf-- - AUth .
> 8::‘5:1‘.:025 Eng i ne
@ Rule

Knowledge
Manager
Reasoner

Knowledge

STB
HTTP/SOAP

Access
Handler

IP/SOAP|response

Auth.
Engine

Response
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Alternative to real time reasoning!
K

STB
feasssrowsen s ace srowser request Query
|ecl: & SemiD_1 For Class: @ Group O— —>
Class Hierarchy £ ||[[ Asserted (SRS WEb H dl KnOWIedge
owt:Thing Asserted Instances H H a'n e r
o nn — Application y —O base o
@ Group (5) .
v @ enty D <HTT P/SOAP|response Response
@ corporate_denty (5 Reld_Project
: Eerfolﬂ:.ld:mhvv : Tellf;er_lﬁnl h
pou.::‘c:- - AU'[ .
| 2 : Resource -
®roe & Engine
) Rule

Manager
Reasoner

Knowledge J

Knowledge

Handl
andler Handler Knowledge

P/SOAP|response Response

Auth.
Engine
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Another use case
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Another use case

JBV
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Another use case

BV

Industry Platform (e.g. Telenor Object)
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Another use case

Industry Platform (e.g. Telenor Object)
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Another use case

Process
management

JBvV
data processes

Industry Platform (e.g. Telenor Object)

Critical infrastructure management

and maintenance

- secure management & maintenance
- reliable & dependable operation

- efficiency, cost reduction &
competitiveness

- safety

\
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State of the art

APPproa ch: Access control models; Policy based access
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State of the art

APPproa ch: Access control models; Policy based access

Access control
O ACL

0 RBAC

O ABAC

O CWAC
PoLch

O XACMUL

0 KAOS

0 ReL

O wseL
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State of the art

APPproa ch: Access control models; Policy based access

Access Generic| Expressivity Varying Scalability, High Ability Ability to
control levels of level to dele- | revoke
AOOCSS cCO I/\,tVOL models granular- specifi- gate
ity cation
0O ACL of con-
straints
D R-BAC ACL Yes No No No No No Yes
RBAC No Yes Yes No Yes Yes Yes
D ABAO ABAC Yes Yes Yes No Yes No No
CWAC Yes Yes Yes No Yes No No
O CWAC
’
Po LLO 8 Policy Well- Monotonicity| Expressiveness | Execution| Ability Extensibility
O XACML -
languages|| semantics of condition of action | to delegate
0O KAO s EPAL + - + + - +
, KAoS ++ + ++ - - +
O RReL Protune + + + + + +
Ponder - - + + + +
O wWsePL Rei T ¥ T+ i n T
XACML - - + + - +
WSPL - - + + - -
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State of the art

APPproa ch: Access control models; Policy based access

Access Generic| Expressivity Varying Scalability, High Ability Ability to
control levels of level to dele- | revoke
AOOCSS cCO I/\,tVOL models granular- specifi- gate
ity cation
0O ACL of con-
straints
D R-BAC ACL Yes No No No No No Yes
RBAC No Yes Yes No Yes Yes Yes
D ABAO ABAC Yes Yes Yes No Yes No No
CWAC Yes Yes Yes No Yes No No
O CWAC
’
Po LLO 8 Policy Well- Monotonicity| Expressiveness | Execution| Ability Extensibility
O XACML -
languages|| semantics of condition of action | to delegate
0O KAO s EPAL + - + + - +
, KAoS SRR + ++ - - +
O RReL Protune + + + + + +
Ponder - - 1 + + +
O wWsePL Rei I ¥ Em i n T
XACML - - + + - +
WSPL - - + + - -
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Summary

O  Semantic technologies can contribute to security and privacy
O  grant permission through reasoning

O Introduced some practical use cases

O  Challenges remain

O  granularity vs complexity

O  real fime reasoning and computation complexity
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